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OVERVIEW

1. INTRODUCTION TO DATA PRIVACY
2. DATA PRIVACY RISKS AND ISSUES

3. WAYS IN WHICH DATA PRIVACY LAWS IMPACT INFORMATION

GOVERNANCE

4. RECENT AND NEW DATA PRIVACY LAWS AND CONSIDERATIONS
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WHAT IS "PERSONAL INFORMATION"

e DEPENDS GREATLY ON THE LAW

* |IN MOST RECENT AND EMERGING LAWS, IT FOCUSES (WITH SOME VARIATION) ON
ANYTHING THAT CAN BE USED ON ITS OWN OR WITH OTHER INFORMATION TO IDENTIFY

SOMEONE.

e MAY INCLUDE PERSONAL INFORMATION THAT IS ENCRYPTED OR OTHERWISE NOT
IMMEDIATELY ACCESSIBLE, E.G., EMPLOYEE ID NUMBERS

e SENSITIVE PERSONAL INFORMATION HAS MULTIPLE MEANINGS AS WELL AND OFTEN
CARRIES HEIGHTENED PROTECTION AND TREATMENT REQUIREMENTS



DIFFERENT STYLES OF PRIVACY LAWS

*Example is the EU

CO m pre he nsive * Covers all personal information (with perhaps small exceptions)

*Example is the US

SeC'I'O rC]| *|s divided by purpose of the law, such as a healthcare or finance
law

*Example is Australia

CO_Reg U|CITOI'y *Federal law that allows industry regulations to be legally binding



DIFFERENT REASONS FOR PRIVACY LAWS

W In some countries or regions, data protection is a fundamental

human right or part of a constitution.
People

W While data privacy is important, some places balance concern for

) people with a desire to limit impediments on business
People and Business

W * While data protection laws may provide for protections of

individuals, underlying concerns may be protection of state

Profection interests and economy
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REGULATOR AND PUBLIC IMAGE RISKS

FOR VERY DIFFERENT REASONS THE IMPACT ON BUSINESS CAN BE QUITE SIMILAR

e REGULATORS CAN OFTEN ISSUE FINANCIAL PENALTIES, WHEREAS THE PUBLIC (EITHER
INDIVIDUALS OR OTHER ENTITIES) CAN HAVE A STRONG FINANCIAL IMPACT BY DISCONTINUING
USE OF A BUSINESS THEY KNOW TO VIOLATE DATA PRIVACY REQUIREMENTS/LAWS

 EACH CAN TRIGGER THE OTHER:

* REGULATORS INVESTIGATING CAN CAUSE THE PUBLIC TO KNOW AND REACT
e (QUTCRY FROM THE PUBLIC CAN LEAD TO REGULATORY INVESTIGATION
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RECORDS MANAGEMENT

NECESSITY TO BE ABLE TO DELETE DATA CREATES
COMPLEX NEEDS IN OFTEN ANTIQUATED SYSTEMS

CROSS-BORDER MOVEMENT IS BOTH EASY AND
OFTEN UNKNOWN UNLESS PRACTICES ARE IN
PLACE TO NOTIFY CERTAIN TEAMS

DEFINITION OF A “RECORD" MAY NOT ALIGN
WITH “PERSONAL INFORMATION" REQUIRING
EITHER AN UPDATE OR DIVERGENT PROGRAMS

DATA MAPPING/MOVEMENT

REGULAR BUSINESS PROCESSES CREATE A
MULTITUDE OF LOCATIONS WHERE PERSONAL
INFORMATION ENDS UP AND TRAVELS THROUGH

THIRD PARTIES ARE COMMONLY INVOLVED IN
MANY DIFFERENT SERVICE PROVISIONS

LAYERED SYSTEMS AND PRACTICE CAN ADD
COMPLEXITY TO CREATING A CLEAN
KNOWLEDGE OF WHERE PERSONAL
INFORMATION GOES



INTERCONNECTIVITY OF OFTEN SILOED LINES OF
BUSINESS OR CORPORATE FUNCTIONS

* INFORMATION GOVERNANCE ADDRESSES A MULTITUDE OF DIFFERENT DATA CONCERNS, AND
WITHOUT AN INTENTION TO DO SO THERE MAY BE WALLS BETWEEN THESE TEAMS AND DIVISIONS
WITH LIMITED VISIBILITY INTO THE OTHERS

e |INTENTIONAL PRACTICES AND CROSSOVER WORKING GROUPS CAN ADDRESS THESE
SITUATIONS, AS CAN A STRONG ATTENTION TO PRIVACY BY DESIGN

* [N MANY COMPANIES POLITICAL ISSUES MAY REQUIRE PARTICULAR FINESSE TO INTEGRATE DATA
PRIVACY INTO FUNCTIONS AND TO PUSH COLLABORATION TO MINIMALIZE RISK
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WHERE DOES THE US FIT IN WITH DATA PRIVACYe

e CURRENT APPROACH IS VERY DIVIDED BETWEEN MANY DIFFERENT FEDERAL, STATE, AND LOCAL
LAWS

e COUNTRY IS VERY ACCUSTOMED TO INCONSISTENT LAWS DUE TO S0 DIFFERENT STATE-BASED
BREACH REPORTING LAWS

e CALIFORNIA CONSUMER PRIVACY ACT (CCPA) GOES INTO EFFECT IN-PART JANUARY 1,
2020 AND THE REMAINDER IS SLATED TO BE IN EFFECT BY JULY 1, 2020

* AT CURRENT COUNT 15 STATES ASIDE FROM CALIFORNIA HAVE DATA PRIVACY LAWS AT SOME
POINT IN THE LEGISLATIVE PROCESS

e THESE LAWS DIVERGE GREATLY IN THEIR MAKE-UP
e THIS HAS INCREASED DISCUSSION ON A FEDERAL DATA PRIVACY LAWS



KEY ASPECTS:@OFGCERA

e SCOPE — BOTH TERRITORIAL AND ENTITY

» DEFINITION OF PERSONAL INFORMATION

* REQUIREMENTS FOR NOTICE

* VERIFIED CONSUMER REQUESTS

e OPT-IN AND OPT-OUT REQUIREMENTS DEPENDING ON AGE

o CONTRACTUAL TERMS

e REQUIREMENTS TO PROVIDE EQUAL SERVICE REGARDLESS OF EXERCISING OF DATA RIGHTS
* INDIVIDUAL CAUSE OF ACTION

e ATTORNEY (GGENERAL ENFORCEMENT
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