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•Example is the EU
•Covers all personal information (with perhaps small exceptions)Comprehensive

•Example is the US
•Is divided by purpose of the law, such as a healthcare or finance 

law
Sectoral

•Example is Australia
•Federal law that allows industry regulations to be legally bindingCo-Regulatory



In some countries or regions, data protection is a fundamental 
human right or part of a constitution.Protection of 

People

While data privacy is important, some places balance concern for 
people with a desire to limit impediments on businessConcern for Both 

People and Business

•While data protection laws may provide for protections of 
individuals, underlying concerns may be protection of state 
interests and economy

Economic 
Protection
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CLIENTS

• CLIENTS HAVE BOTH COMMERCIAL EXPECTATIONS
AND LEGAL EXPECTATIONS WHICH LEADS TO A
HIGHER NUMBER OF POSSIBILITIES FOR VIOLATING
THESE EXPECTATIONS

• CLIENTS MAY BE LEGALLY LIABLE FOR YOUR ENTITY’S
ACTIONS

• CLIENTS ARE PUSHING MUCH HARDER LATELY FOR
PRIVACY ELEMENTS IN WHAT USED TO BE PRIMARILY
SECURITY ASSESSMENTS AND AUDITS

VENDORS

• YOU MAY BE LEGALLY RESPONSIBLE FOR VENDOR’S
ACTIONS

• TRANSFERRING DATA TO A VENDOR REQUIRES
HIGHER SCRUTINY FOR SECURITY AND MANDATES
TRUST (AND THEREFORE DUE DILIGENCE) IN THEIR
ABILITY TO COMPLY

• POSSIBILITY OF INTERNATIONAL TRANSFER MAY BE
INCREASED
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GDPR
Extraterritorial Scope
Strong penalty structure
Impacts nearly all personal 

information in EU

China Cybersecurity Law
•First law addressing privacy in 

China
•Includes still undefined data 

localization elements

Brazilian Data Protection 
Regulation (LGPD)
•Goes into effect in 2020
•Mirrors GDPR in most ways

Indian Data Privacy Act
•Still in draft form
•Mandated as privacy has 

been identified as a 
fundamental right

International 
Data Privacy 

Laws
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